JONATHAN LEHMEIER
420th Combined Test Force, 365 North Flightline Drive Bldg. 1870, Edwards AFB, CA 93524
DSN: 525-0845
Commercial: (661) 275-0845
Cell Phone: (661) 816-5683
Work Email: Jonathan.Lehmeier.2@us.af.mil
Home Email: Jonathan.Lehmeier@gmail.com
PROFILE
Masters in Information System Management with Distinction
Current DoD Top Secret/SCI Clearance adj. 2019
CompTIA Security +CE Certification (IA) valid thru 2021
EXPERIENCE/Work History



USAF SECURITY SPECIALIST (Information Systems Security Manager), NH-03 
Edwards AFB, CA 
Jan 2021 – Present 
Present Supervisor: Marcus Williams, (661) 275-8742
Manages the information system security program within a complex and integrated environment; resolves conflicts when they arise while pulling military, government, and contractor together to meet unit security needs. Leads coordination efforts between vendor, government, and participating test organizations for the emplacement of critical information systems vital to the continued communication of classified information. Shares comprehensive technical knowledge of secure information systems with the team and how they affect the test enterprise; established procedures to guarantee the migration of networks and gaining authority to operate. Manages a four person COMSEC team to protect both classified and unclassified traffic on military communications networks, including voice, video, and data. Oversees a team of three Information Systems Security Officer’s (ISSO’s) who manages and are standing up multiple Special Access Program (SAP) complex networks as well as many guest systems.

USAF INFORMATION TECHNOLOGY SPECIALIST (Information Systems Security Officer), GS-12 
Edwards AFB, CA 
Jan 2020 – Jan 2021 
Present Supervisor: Michael Iadarola, (661) 277-7958
Directs enterprise planning, operations, and support for extremely complex network infrastructure supporting 20+ major DoD programs with different security classification, accreditation, data transfer, and interoperability requirements.  Manages all aspects of the network security programs to include coordinating with the security specialist and Information System Security Manager (ISSM) as the Det 5 Information Systems Security Officer (ISSO).  Executes the Information Assurance (IA) program for all classified accounts and 160+ users in accordance with DoD and Air Force policies.  Authors, enforces, and modifies the unit master system security plan, media control plan, and IA standard operating procedures.  

JT4/INQU INFORMATION SYSTEMS SECURITY OFFICER (Advanced Warfare IPT), Contractor
China Lake NAWS, CA
July 2019 – Jan 2020
Supervisor: Michael Chesebrough
Provides incident handling in conjunction with the FSO and ISSO/ISSM for the Naval Air Warfare Stations (NAWS), Advanced Warfare Integrated Product Team (IPT).  Assists in writing and maintaining computer security processes to meet Navy requirements of Risk Management Framework (RMF).  Continually monitors computer systems use and audit logs.  Makes recommendations for future hardware, software implementation, and related process improvement.  Provides leadership, team building, and customer support.  Provides operational status to leadership continually.  Uses established policies, procedures, and subject matter knowledge to complete complex assignments requiring originality and ingenuity performed under minimum supervisor with considerable latitude for independent contribution.  Provides security training and awareness briefings.

USAF INFORMATION TECHNOLOGY SPECIALIST (Information Systems Manager), GS-11 
Edwards AFB, CA 
August 2017 – July 2019 
Present Supervisor: Kyra Trask,
Director of Information Technology integration, senior systems administrator for Air Force Operational Test and Evaluation Center (AFOTEC) Detachment 5, and operating locations. Responsible for planning and coordinating installation, testing, modifying, upgrading, operation, troubleshooting, and maintenance of hardware and software systems in support of testing multiple DoD acquisition programs.  Interprets AFMAN, AFI, and local policies and procedures for oversight, execution, management administration, and maintenance of records for a multitude of unclassified and classified networks.  Planning and coordinating the Detachment Windows OS installation, patching, and deployment of laptops and desktop computers.  SME for network design, purchase, configuration, and deployment of accredited stand-alone networks.  Participates in Cyber Analysis as a member of the Information Test Operations Division conducting Cooperative Vulnerability and Penetration Assessments.  Lastly, promotes team dynamics in a high-stress environment, ensuring assigned personnel stay motivated, on task, and driven towards common goals - securing our Nation’s secrets.

2019 1st Quarter Civilian Category 4 Award, AFOTEC
2019 1st Quarter Civilian Category 4 Award, Det 5 AFOTEC
2018 AF General Edwin W. Rawlings Team Award - Light Attack Experiment Suitability Team
2018 3rd Quarter Civilian Category 4 Award, Det 5 AFOTEC
2018 Selected for Sigma Alpha Pi Leadership Honor Society
2018 1st Quarter Civilian Category 4 Award, Det 5 AFOTEC 
2017 Summer Semester Dean’s List DeVry University

USAF INFORMATION TECHNOLOGY SPECIALIST (System Analyst), NH-02 
Edwards AFB, CA 
February 2015 – August 2017
Supervisor: Eric Valdez, (661) 277-1600
Administered activities of Server Operations, ensuring that server operations comply with legal and regulatory requirements and meet customer needs.  Implemented policies and procedures for accomplishment of server operation and installation-wide information technology support.  Provided system design and development services for business systems and subsystems.  Designed, built, tested, and maintained virtual environments, storage area networks (SAN), logical unit numbers, and other server hardware that meet customer business needs.  Conducted in-depth systems analyses of existing systems and system components to determine comprehensive installation business requirements.  Learned, streamlined, and automated MXG eTools program with over 400 laptops and 16 servers.  Created over 30 process guides for common and difficult tasks for other IT System Analysts.

2017 Spring Semester Dean’s List DeVry University

USAF INFORMATION TECHNOLOGY SPECIALIST (Customer Support), NK-02
Edwards AFB, CA
February 2014 – February 2015 
Supervisor – Doug Rice – (661) 277-7623
Created flowchart which listed all information required for common problems with proper resolution.  The problems in the flow chart cover over 95% of the types of calls as well as help collect the needed information for proper remedy ticket submission.  Hosted ad hoc meetings to pass all important information troubleshooting information between the main location with six technicians and the overflow location with eight technicians for better continuity and flow of information to all help desk technicians.  Lead the VOIP (Voice over Internet Protocol) data collection team of five technicians to collect all 10,000 phone line information that exists on users' current digital or analog phones in preparation for the Avaya VOIP phone rollout.  This information will make the VOIP rollout impact on the users much smoother.

LEIDOS / SAIC MEDICAL TECHNOLOGY SPECIALIST (CHCS/AHLTA), Contractor
EDWARDS AFB, CA
June 2012 – February 2014 
Supervisor – Jack Dawson
Provided front-line support to end-users for PC, servers, applications, and hardware issues.  Interacted with network services, software systems engineering, and/or applications development to restore services and/or identify core problems.  Simulated or recreated user problems to observe and resolve operating difficulties.  Responsible for maintaining acceptable levels of customer satisfaction according to defined policies.  Worked with engineers to resolve tier 2 and Tier 3 support issues.  Trained end-users on software packages and standard IT procedures as required and requested.  Participated in new application rollouts, testing, and special projects as needed.  Provided technical support by performing installation, repair, and preventative maintenance of PCs, servers, blades, printers, switches, and specialized medical hardware and software.  Troubleshoot software and hardware failures and identify network problems.  

NIH TECHNOLOGY SPECIALIST (System Administration/Network), GS-09
BETHESDA, MD 
March 2011 – December 2011 
Supervisor: Catherine Amores
Installation and configuration of workstations, specialized hardware, applications, and cabling.  Troubleshoot hardware and software including VSphere and Cisco Systems VPN Client.  Provided weekly “brown bag” training to institute staff in the efficient use of IT resources and newly installed information technologies as well as anything the department heads wanted to learn.  Test and implement monthly patches, service packs, and hotfixes for servers and local computers.  Created and maintained PC and laptop images for computers that were to be replaced, upgraded, or with broken images.  Created SharePoint site with step-by-step instructions for users to follow with common issues.  Maintained printers and replaced toner, fusers, and transfer rollers when parts failed.  Recorded individual printer statistics for each printer to predict toner and part replacement to minimize downtime for users.  Led 31 personnel to a successful stand-up of newly assigned detachment, providing a smooth transition to a fully operational SF unit. 

UNISYS / JT3 NETWORK DESIGN ENGINEER II, Contractor
EDWARDS AFB, CA
October 2010 – March 2011
Supervisor – Regina Rose
Upgraded, installed, and troubleshot unclassified and classified networks, networking hardware devices, and software.  Updated images for desktop computers to keep with the latest software and configuration. Maintained inventory of equipment and parts as well as documentation of vendor activities.  Developed and documented system standards for computer and network devices.  Recommended and scheduled repairs to the LAN/WAN.  Primary Technician for Customer Support for Tier 1, 2, and 3 issues.  Maintained user accounts, documentation, and access on specialized standalone Networks and systems.  Set up secure and unsecured VTC hardware for users as needed.  Troubleshot printers and replace faulty toners, fusers, and transfer rollers.

USAF INFORMATION TECHNOLOGY SPECIALIST (Network Administrator)
EDWARDS AFB, CA
November 2004 – December 2010
Supervisor – Andrew Gumm
Performed security, analysis, and risk/vulnerability assessments.  Conducted security tests and evaluations.  Evaluation of information assurance technologies for application to the projects and systems.  Make sure computer hardware and the network infrastructure is maintained properly for users are kept up to date.  Remotely installed new software on user computer, maintained and created images for new computer installations, making sure software licenses are current.  Swing shift supervisor for the Network Operations Center, responsible for a team of three technicians that utilized network tools to monitor network events.  Assigned security groups to file structure to ensure the principle of least privilege to users.

USAF SUPPORT MAINTENANCE SPECIALIST (F-117A)
HOLLOMAN AFB, NM
April 2003 – November 2004
Supervisor – Kevin Tomasko
Selected to be shift superintendent during mid-shift operations.  Trained newly assigned personnel on operations to reduce turnover time and ensure continuity.  Packed pallets for quick turn deployments of 22 F-117A aircraft.  Land Mobile Radio Manager maintained 41 radios key to flight line readiness.  Backfilled supply shop position during a manning shortage.  Developed a comprehensive tracking database for asset tracking to ensure 100% accountability of equipment.  Revamped hazardous waste management program which reduced waste by 25%.  Assigned as TODO to manage technical order books for F-117A’s.  Managed 18 vehicle fleet of flight line trucks, vans, and tow vehicles to ensure smooth operation of maintenance.

USAF ASSISTANT DEDICATED CREW CHIEF (F-16C/D)
AVIANO AB, ITALY
August 2000 – April 2003
Supervisor – Giovanni Miller
Managed and supervised aircraft specialists performing maintenance on assigned F-16C/D’s.  Identified maintenance and support requirements to the flight line expediters.  Accomplished preflight, thru flight, and post-flight inspections.  Performed airframe, hydraulic, landing gear, and engine systems maintenance and repair.  Responsible for aircraft servicing and ground handling.  Maintained aircraft Core Automated Maintenance System (CAMS) and AFTO form 781-series forms.  Accompanied aircraft through all hourly inspections, attended pre-dock, post-dock meetings, and assisted phase dock chief.  Managed delayed discrepancies to include requisition and documentation of replacement parts.  Coordinated downtime with production superintendent and plans and scheduling office to repair deferred discrepancies.  Responsible for overall airframe airworthiness, pilot safety, and mission capability.

EDUCATION + CERTIFICATIONS

- Masters of Information Systems Management with a concentration in Information Security (April 2019)
- Bachelor of Science in Technical Management with a concentration in General Technical Specialty (June 2017)
- CompTIA Security+ CE Certification (2015 and valid through 2021)
- CompTIA Security + Good-For-Life Certification (2008)
- Airman Leadership School (2005)
- Vocational Certificate, Communications Computer Systems Operations (2004)
- Vocational Certificate, Aviation Maintenance Technology (2001)

SECURITY CLEARANCES

- Active Security Clearance: Top Secret/SCI  
- DoD Top Secret Clearance adj. March 2019 

UPCOMING CERTIFICATIONS AND EDUCATION

- Certified Information Systems Security Professional (CISSP)
- Certified Ethical Hacker (CEH)
- Squadron Officer School (SOS)

